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Abstract

As large-scale generative models proliferate, benchmarks have become the primary
instrument for measuring progress. Publicly accessible benchmarks have served as
shared goals that catalyze and coordinate collective innovation. Despite the benefits,
in the era of large-scale models that consume most of the internet, concerns exist
that models are being trained on these public benchmarks, thereby inflating the
scores of models “trained on the test.” Private benchmarks attempt to circumvent
these concerns, but they come with issues related to trust. This raises a critical
question: Should benchmarks be public to foster trust and collaborative progress or
private to maintain benchmark integrity? To find a viable solution that balances
evaluation integrity and trust, we start by decomposing benchmarks into two
components: content and design. Benchmark content comprises the evaluation
materials themselves—prompts or questions, answer keys, the decision rule for
matching model outputs to keys, and the aggregation procedure that collapses
question-level scores into a summary statistic. Benchmark design, in turn, specifies
the construct the benchmark is intended to measure and supplies the validity
evidence that links the observed scores to that construct. Base on this benchmark
decomposition, we then conduct five case studies of benchmarks across fields
according to the public and private natures of their content and designs. These case
studies include the College Board’s Scholastic Assessment Test and four modern
Al benchmark — including NIST’s Face Recognition Vendor Test, Scale AI’s SEAL,
LMSys’s Chatbot Arena, and Stanford’s HELM. We argue for a hybrid public-
private approach: keeping the benchmark content private to maintain integrity
while making the benchmark design public to build trust. This approach offers a
path toward trustworthy measurement of ever-growing data-intensive Al systems.

1 Al Benchmarks and The Rise of Privatization

Benchmarks have become a cornerstone of progress measurement in Al, particularly with the advent
of large-scale models [Wei, 2023| |Raji et al.l 2021| Hardy et al., 2025|]. The components of a
benchmark can be broadly categorized into its content and design. Benchmark content refers to
the specific materials used in the evaluation: the questions or prompts, corresponding answer keys,
the decision rule used to determine whether a model’s output matches the key, and the aggregation
method for converting item-level scores into a single summary metric. In contrast, benchmark design
encompasses the underlying construct the benchmark aims to measure, along with supporting validity
studies that justify the alignment between the benchmark and its intended interpretation.

Many classic benchmarks, such as GLUE [Wang et al., 2018]] and MMLU [Hendrycks et al., 2021],
have both public content and design. Public benchmark fueled rapid progress (e.g., GLUE was
saturated within one year from its launch) but also introduced downsides: benchmarks become targets
for overfitting and contamination once widely adopted [Bansal and Maini}, 2025| [Wang et al., [2024a].
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For example, GPT-4 solved 10 out of 10 older Codeforces problems but O out of 10 recent ones,
suggesting memorization rather than true generalization [Narayanan and Kapoor, 2023| He, 2023]].

In response to these concerns, a growing number of efforts have adopted partial or full privatization -
restricting public access to various components of benchmarks [Rajore et al., 2024, Phan et. al.l[2025].
The core rationale is that concealing benchmark content reduces the risk of overfitting and yields a
more faithful assessment of generalization. Benchmark builders can selectively disclose individual
components of the benchmark, such as questions, answer keys, and/or the construct’s definition. At
the highly private end of this spectrum, some benchmarks dynamically generate question content
by adding noise from carefully constructed distributions or templates, constructing novel questions
and corresponding labels on the fly. This ensures that each model encounter is novel. This approach
is especially useful for evaluating commercial Al systems, where test prompts must be submitted
via API calls. In such settings, model providers may choose to log inputs, potentially contaminating
future benchmark runs.

As illustrated in Figure|[l| current benchmarks span a range of disclosure strategies. For example,
Kaggle competitions employ a split-evaluation scheme: participants receive public feedback during
development, while final rankings rely on a hidden test set to discourage overfitting. Recently, Scale
Al extended this paradigm to LLM evaluation via ongoing private leaderboards [Bansal and Maini,
2025, Scale AlL|2024al], such as SEAL, which ranks models on domains like coding and math using
undisclosed, curated datasets that are claimed to be robust against gaming [Scale Al [2024b].

While public bench-
marks  increasingly
suffer from contamina-
tion, full privatization
is not a comprehensive
solution. Private
benchmarks introduce
their own challenges:
reduced trustworthi-
ness due to the risk
of conflicts of interest,
especially when trans-
parency is lacking.
Benchmarks serve
as critical interfaces
among stakeholders
with differing pri-
orities:  researchers
aim for scientific
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Appendix A for
further  discussion).
The central question,
therefore, is  not
whether benchmarks
should be public or
private but rather
which  components
should be disclosed to

Private content

>

Private design Public design

Figure 1: AI Benchmark Public—Private Landscape. The horizontal axis
represents the openness of the benchmark design process; the vertical axis
reflects the public availability of benchmark content. HELM occupies
the top-right quadrant with both public content and public design - maxi-
mizing transparency but susceptible to contamination. In contrast, Scale
AI’s SEAL resides in the bottom-left quadrant, offering strong protection
against contamination through full privatization, but at the cost of trust
and reproducibility. Chatbot Arena features private content via dynamic,
user-supplied prompts, whereas NIST’s FRVT and the College Board’s
SAT demonstrate more public design through robust validity studies. Our
proposed “North Star” lies in the bottom-right quadrant: benchmarks with
private content to ensure evaluation integrity and public design to foster
trust.



strike an appropriate
balance between evaluation integrity and stakeholder trust.

This paper argues that the future of robust and trustworthy Al evaluation lies in hybrid
benchmarks with private content to prevent gaming and public design to ensure interpretability,
replicability, and trust. This separation allows benchmark creators to preserve the validity of
evaluations without sacrificing scientific transparency. By explicitly decoupling what is tested from
how and why it is tested, hybrid benchmarks align with the practical needs of secure evaluation and
the normative goals of open science.

The remainder of the paper explores the trade-offs associated with different positions along the public-
private benchmark landscape. Section [B] presents some advantages of privatizing benchmark content
from a theoretical mechanism design perspective. In Section[3] we turn to the case for public design,
emphasizing their role in gaining trust. Section[d]presents five case studies illustrating how real-world
benchmarks handle the separation of content and design, revealing varying degrees of alignment with
the public design/private content framework. Finally, Section [6] offers recommendations for building
Al evaluation systems that adopt this separation explicitly - keeping content private to preserve
integrity while making design public to promote transparency and trust.

2 Content Privatization: Curbing Gaming Through Strategic Opacity

A well-documented challenge with public benchmarks is their susceptibility to contamination, which
can ultimately compromise their usefulness as reliable evaluation tools. In this section, we formalize
the case for privatizing elements of the benchmarking process by drawing on insights from theoretical
models in microeconomics and mechanism design. Prior work in these fields has explored how
randomness and opacity in evaluation mechanisms can reduce strategic manipulation by agents
seeking to maximize performance under known rules. We review several of these models, which
differ in technical assumptions but converge on a common conclusion: selective privatization can
offer clear advantages from an incentive-alignment perspective. These theoretical results provide a
principled foundation for viewing benchmark design not just as a technical artifact, but as a strategic
interface between evaluators and those being evaluated. A more comprehensive discussion of these
models is provided in Appendix B.

Analogies and insights from strategic classification A recent literature that has addressed the
interaction between the opacity of a reward mechanism and gaming behavior is strategic classification
[Hardt et al.,|2016| Perdomo et al., [2020, |Kleinberg and Raghavan [2020]. While these works are
primarily motivated by strategic interactions between an end-user and a predictive model, there are
analogous insights that extend to Al evaluation. |Braverman and Garg|[2020]] allude to the tradeoff
between transparency in machine learning and strategic manipulation by saying, “One way to prevent
such manipulation is by keeping the classification algorithms a secret, but this is not a practical
solution to the problem, as some information is bound to leak over time and the transparency of these
algorithms is a growing social concern.” Below we explore connections between this literature and
our setting of Al evaluation.

In essence, we may think of the “classifier” as the evaluation benchmark or a function f : X — R
that maps an agent’s (or model developer’s) effort € X to a reward. In a game theoretic sense,
we may think of the interaction in LLM evaluation as a Stackelberg game where the benchmark
creator leads as the principal and the model developer follows as the agent. In strategic classification,
the agent is allowed to change its features x at some cost to try to perform well on the classifier
f. “Changing features” is analogous in our setting to a model developer adapting a model to the
evaluation benchmark, via, e.g., post-training, and we can think of = as analogous to an instantiation
of model parameters. The analogous question, then, is whether the evaluation benchmark induces
gaming or improvement behavior on the part of the model developer.

Braverman and Garg| [2020] show that adding randomness to the evaluation function f is a necessary
condition to maximize the efficiency of the classification process (accuracy of the classifier minus the
cost of changing features). The randomness that they consider is thinking of f as a “probabilistic
classifier,” where f(z) is a random variable for a given z. In LLM evaluation, this means that a
model developer would get a random score from the benchmark for a given submitted model z. This
would be true of an evaluation benchmark with a dynamic, hidden test set, where submitting the same
model twice might yield different results. The test set being hidden is important as if it is publicly



known to the model developer, there would no longer be randomness from the perspective of the
model developer.

Strategic ambiguity and strategic opacity in contract theory. Prior to strategic classification, there
is a long history of contract theory in economics, which studies models where a principal defines
rewards to an agent based on the agent’s performance. In our setting, we think of the principal as an
entity who either is the benchmark creator, or works closely together with the benchmark creator (e.g.
a government organization), to define benchmarks and rewards for the agent based on benchmark
performance. The agent, or model developer, decides how to invest their model building effort and
receives rewards as a function of benchmark performance as defined by the principal. An example
of rewards coming from benchmark performance include the boost in attention and investment that
can come from being at the top of the leaderboard, or a penalty (or lack thereof) for receiving a poor
grade on a safety benchmark [Ghosh et al., [2025].

Considering the hidden (but specified) setting, strategic opacity has also been explored by |[Ederer
et al.|[2018]], who consider a model where “‘opacity’ corresponds to a lack of transparency about the
weights on performance indicators that are used to determine rewards.” In our setting, this would be
analogous to the benchmark creator publishing a leaderboard with weights for individual metrics, but
not revealing to the model developer what those weights are. [Ederer et al.[[2018] focus on an “ex-ante
randomization” mechanism, where the principal tells the agent that they will randomize between two
possible sets of weights. This causes the agent to have to diversify their effort across multiple metrics.
They show that this ex-ante randomization mechanism can dominate the best transparent scheme
when the agent has more information than the principal about their comparative advantages between
metrics and the agent is also risk-averse.

Summary. Many models have explored the consequences of (lack of) content transparency in
evaluation. Each model subtly differs in how a “private metric” is defined, and the conclusions can
be susceptible to modeling assumptions such as the game sequence, information asymmetries, and
action spaces, i.e., who knows what and when. Still, across these many different models, a common
theme is that strategic advantages exist to hide parts of the evaluation process. Of course, depending
on the modeling assumptions, there can be advantages to transparency as well, but this depends
on whether one assumes the agents are gaming or “improving” [Bechavod et al.| [2022]. To curb
unwanted gaming behavior from the model developer, most models point to opacity and randomness
being a useful tool.

3 Design Publicity: Fostering Trust Through Transparency

Why Transparent Design Matters. Transparency in benchmark design - including the measured
constructs, scoring criteria, and validation methodology - is essential for establishing trust, repro-
ducibility, and scientific credibility. When these aspects are opaque, users and researchers cannot
assess whether benchmarks measure what they claim. For example, a benchmark labeled as a general
intelligence test may emphasize narrow skills such as code generation or factual recall, leading to
inflated perceptions of model capability. Without visibility into design intent and validation, such
mismatches remain hidden. Design opacity also inhibits scientific diagnosis. Researchers cannot
analyze model failures, evaluate fairness, or challenge benchmark assumptions. Key psychometric
dimensions depend on external scrutiny, such as construct validity, reliability, and bias. As a result,
closed design limits interpretability and may distort how progress in Al is perceived.

Trust Risks from Opacity and Fragmentation. Opaque benchmark design also opens the door
to economic and institutional conflicts of interest. When private entities manage both benchmark
creation and model evaluation - often monetizing access or offering consulting services - there is a
risk that the benchmark is subtly shaped to favor paying clients or affiliated models [Wiggers| [2025a}
Bansal and Maini| [2025]]. Transparency around who defines the benchmark and how its components
are chosen is necessary to maintain credibility and fairness. The increasing number of private, closed
benchmarks also risks fragmenting the field. Models may rank highly on one leaderboard but poorly
on another, creating inconsistency and confusion. While diversity in evaluation is valuable, a lack of
coordination and shared design principles can hinder meaningful comparisons. Transparent design
serves as a common language across benchmarks - facilitating alignment, reducing redundancy, and
fostering community trust.



Summary. Several recent efforts have demonstrated that transparency in benchmark design - through
detailed documentation, third-party audits, and open-source evaluation frameworks (e.g., OpenAl
Evals [Wiggers| 2023])) - can foster accountability even when test content remains private. By clearly
articulating what is being measured, how scores are derived, and why the evaluation is valid, public
design serves as a foundation for reproducible and trustworthy Al assessment.

4 Public and Private in Practice: Case Studies Across Domains

To guide future benchmark development, we propose a “North Star” model: benchmarks that
maintain private content to preserve evaluation integrity while making their design fully public to
foster transparency, trust, and scientific reproducibility. In this framework, questions, labels, and
scoring thresholds remain hidden to reduce contamination, while the constructs being measured
and validation studies are openly shared to enable critical scrutiny. To illustrate how real-world
benchmarks align with — or diverge from — this North Star, we examine five recent examples across
education, computer vision, and natural language processing. Each case study reflects a different
point in the design—content disclosure space, shedding light on practical implementation choices and
the extent to which modern benchmarks embody the hybrid model we advocate.

Table 1: Benchmark Comparison Along Content Privacy, Design Publicity, and Adoption Dimensions

Content Privacy Design Publicity Organizational Trust | Adoption Update & Gover-
nance
NIST Medium-High (fully | Moderate (published | High ~ (government- | Widely used in gov- | Periodic evaluations,
FRVT sequestered test | protocols, limited | backed, neutral) ernment, biometrics | centralized expert
sets) visibility into task industry oversight
specifics)
Scale High (private, undis- | Low—Moderate (broad | Moderate (corporate- | Growing, refer- | Irregular updates,
SEAL closed datasets and | task categories public, | led, with trust con- | enced in safe- | centralized governance
thresholds) specifics hidden) cerns) ty/alignment circles | with planned external
review
Stanford | Low (all prompts, | High (comprehensive | High (academic, | Widely used in | Continuous,
HELM outputs, and scoring | scenario and metric | peer-reviewed, open- | academia and | community-informed
public) documentation) source) research bench- | updates
marking
Chatbot Medium—High Moderate (open logs, | Medium—High (trans- | Popular in open- | Live, real-time up-
Arena (dynamic prompts; | transparent ranking | parentinfra; data asym- | source and casual | dates; maintained by
fixed public scoring | pipeline) metries present) model comparison LMSys with commu-
function) nity input

4.1 Example from the Education Domain: College Board’s Scholastic Aptitude Test

The College Board’s Scholastic Assessment Test (SAT) provides a well-established precedent for
balancing content privacy and design transparency - the same tension at the heart of modern Al
evaluation. As a mature and trusted high-stakes benchmark, the SAT illustrates key principles of
the hybrid model we advocate: keeping content private to prevent gaming, while making the design
public to maintain trust and accountability.

Content Privatization and Contamination Control. To preserve the integrity of test scores and
prevent “teaching to the test,” the SAT maintains strict control over its active test content. Test items
are kept confidential, and the College Board enforces anti-disclosure policies and proctored testing
conditions to deter cheating and limit exposure. This approach reflects a longstanding practice in
human evaluation: keeping content private to ensure validity across repeated administrations.

Importantly, the threat model in Al evaluation differs substantially from that of human testing. Human
test takers have limited memory and are unlikely to memorize or widely disseminate test content,
making leakage relatively contained. In contrast, Al systems — particularly those accessed via APIs
— require the full test input to be sent with each call. This means that every interaction creates an
opportunity for the benchmark content to be logged, stored, or inadvertently incorporated into future
training data. As a result, any exposed test item becomes a potential source of contamination. This
heightened risk implies that effective AI benchmarks must enforce even stricter content privatization
than human assessments like the SAT to preserve long-term evaluation integrity.

Design Publicity and User Trust. While content is kept private, the design of the SAT is extensively
documented. The College Board publishes detailed test specifications, construct rationales, and
validation studies, including longitudinal analyses demonstrating the SAT’s predictive power for



college GPA across demographic groups [Marini et al |2024]. This level of design transparency
allows external stakeholders - such as educators, admissions officers, and researchers - to evaluate
the benchmark’s fairness, relevance, and alignment with educational goals. In addition, the SAT
undergoes continual third-party review, with psychometricians monitoring item performance, equity
metrics, and statistical consistency across administrations. Services like ACES further support
independent validity checks. These efforts build organizational trust and public legitimacy, despite
the secrecy of specific test items.

Takeaway. While not without limitations, the SAT offers a compelling model of benchmark: private
content to protect score integrity and prevent contamination, combined with public design to ensure
transparency, interpretability, and stakeholder trust. Though designed for human assessment, the
SAT’s hybrid approach provides a valuable reference point for emerging Al benchmarks, which must
grapple with even greater risks of exposure. In the following case studies, we examine how modern
Al benchmarks adopt - or deviate from - this model.

4.2 Case Study 1: NIST’s Face Recognition Vendor Test

The National Institute of Standards and Technology (NIST) has long been a neutral evaluator of
biometric and security technologies. Its Face Recognition Vendor Test (FRVT) provides an example
of rigorous, independent benchmarking.

Content Privatization and Contamination Control. NIST conducts FRVT using sequestered test
datasets kept private from participants to prevent tuning algorithms to the test. In the 2006 FRVT,
for instance, performance was measured with sequestered data and all vendors were tested on a
standardized dataset and environment to ensure equal treatment and prevent unfair advantages or
overfitting to the evaluation set [National Institute of Standards and Technology}, 2006]. To maintain
this protective barrier, NIST keeps test data secret not only during evaluation but often even after
the evaluation is complete, preserving a "level playing field" for all participants. This stringent data
sequestration strategy forms the cornerstone of contamination control, ensuring that algorithmic
improvements reflect genuine advances rather than dataset-specific optimizations.

Design Publicity and User Trust. While test data remains private, NIST ensures transparency
through comprehensive public reporting of outcomes via detailed reports and leaderboards, allowing
industry and policymakers to assess algorithm performance [Phillips et al.,|2010]]. The credibility
of these results stems from NIST’s position as a U.S. government institute, which positions it
as an independent and authoritative arbiter without commercial stakes in the outcomes. NIST
reinforces this trust through well-defined protocols and massive, representative datasets covering
diverse demographics and real-world conditions. It uses standard metrics (e.g., false match/false non-
match rates) [Paravision, [2023|] and often runs multiple tracks (e.g., 1:1 verification, 1:N identification,
masked faces) to thoroughly vet algorithms [NIST, 2010]. The organization’s objectivity is further
demonstrated through reports that not only rank vendors but also analyze errors and highlight critical
issues like demographic bias [NIST, 2019|]. Importantly, NIST’s credibility is bolstered by external
oversight, as its methods and reports undergo scrutiny from both the research community and agencies
that rely on these evaluations, while maintaining an open participation policy that invites any vendor
to submit algorithms [NIST}[2023]].

Takeaway. FRVT mirrors a classic legacy approach that combines private, secure testing with
public, rigorous reporting, anchored by a reputation for impartiality. This careful balance of data
protection and transparency has established NIST’s evaluation framework as the gold standard in face
recognition assessment, demonstrating how independent benchmarking can maintain both scientific
rigor and stakeholder trust in an increasingly competitive technological landscape.

4.3 Case Study 2: Scale AI’s Safety, Evaluations, and Alignment Leaderboard

As Al models proliferate, Scale Al, a leading Al infrastructure company specializing in data annota-
tion and model evaluation services, has launched the SEAL initiative to provide robust third-party
evaluations for large language models. SEAL’s approach in many ways mirrors NIST-style bench-
marking for Al: it emphasizes private, expert-curated test data to prevent manipulation, combined
with transparent methodology and independent oversight to ensure trust [Scale Al 2024a].



Content Privatization and Contamination Control. Scale’s SEAL employs curated, unpublished
test sets to prevent gaming and ensure models are not fine-tuned to the evaluation [Scale Al [2024b].
By limiting exposure - even blocking models that may have seen prompts via APIs - SEAL aims to
provide an unbiased, tamper-proof performance measure that addresses the persistent contamination
issues plaguing public benchmarks. However, this approach creates inherent tension between
evaluation security and scientific reproducibility, as researchers cannot independently verify results,
conduct error analyses on specific test cases, or validate claims that models have not been inadvertently
exposed to test data [CodeCompass|2024]. This fundamental trade-off between contamination control
and open scientific inquiry represents a core challenge in contemporary Al evaluation frameworks.

Design Publicity and User Trust. Recognizing that secrecy alone can raise trust concerns, Scale
Al pairs its private evaluation approach with transparent methodology, domain-specific metrics, and
plans for third-party review. SEAL uses domain experts to design and review each test set, tailoring
evaluations to reflect real-world skills such as unit tests for coding and GSM8K-style mathematics
problems [Scale Al||2024a]. This specialization enhances validity, much like the College Board’s
use of subject-matter experts. Moreover, SEAL openly shares its evaluation methodology, highlights
limitations of community benchmarks (e.g., contamination), and provides contextual insights beyond
scores [Scale AlL|2024al]. Though test content remains private, transparency around process and goals
invites scrutiny. SEAL’s independence and endorsements from government and Al safety experts
strengthen its credibility. Nevertheless, Scale AI’s dual role as training data curator and evaluator
compromises test validation through potential overlap in task patterns between evaluation metrics
and training data provided to clients, creating artificial performance advantages. Additionally, human
annotators’ involvement in data creation and model assessment introduces potential output biases
that undermine the objectivity of private evaluation frameworks [Bansal and Mainil [2025].

Takeaway. Scale AI’s SEAL benchmark represents a sophisticated attempt to navigate the fundamen-
tal tension between evaluation security and scientific reproducibility in Al assessment. The success of
this approach ultimately depends on whether transparent methodology and institutional oversight can
substitute for the direct reproducibility that characterizes traditional scientific benchmarking. This
design choice reflects broader challenges in Al evaluation, where the rapid pace of model develop-
ment and the high stakes of performance rankings create pressure for both rigorous assessment and
protective secrecy.

4.4 Case Study 3: LMSys’s Chatbot Arena

Chatbot Arena crowdsources test prompts and evaluation by pitting Al models in anonymous head-
to-head chat battles judged by users. Voters see side-by-side responses, unaware of which model is
which, ensuring fairness. Thousands of such interactions generate Elo scores, producing a public
leaderboard based on collective human judgment [Chiang et al., [2024].

Content Privatization and Contamination Control. Chatbot Arena uses crowdsourced to dy-
namically generate test inputs, and randomized matchups to ensure that the prompt content is highly
private and constantly evolving, reducing the risk of memorization and contamination. However,
beyond prompts and responses, the aggregation mechanism - specifically, the Elo rating system used
to compute model rankings - is itself part of the benchmark content. Because this scoring function is
publicly known and fixed, it creates an incentive for participants to optimize specifically for Arena
dynamics, rather than general model quality. Moreover, the lack of access control or versioning
around Elo makes it vulnerable to strategic exploitation and meta-optimization over time. Further
undermining content neutrality, some providers exploit their access advantage: Meta, for instance,
reportedly tested 27 versions of LLaMA-4 on the platform, publishing only the strongest while
withholding underperformers [Wiggers|, | 2025bf]. Such selective reporting introduces contamination
risks not through exposure, but through control over what gets seen, which can skew community
perception and benchmarking integrity.

Design Publicity and User Trust. Despite these limitations, Chatbot Arena is widely trusted in the
open-source community due to its commitment to design transparency. All prompts, model responses,
voting data, and evaluation rules are released, and the system allows any user to contribute prompts
or submit models. The anonymized, randomized evaluation setup minimizes bias and supports
replicability. Community members can audit every stage of the evaluation pipeline, from raw data to
ranking outputs. Yet trust in design does not fully compensate for structural asymmetries in content
exposure. Proprietary models from leading companies receive disproportionately high sampling



rates and persist longer in the Arena than open-weight alternatives. Recent work shows that these
disparities result in distorted performance metrics and reinforce leaderboard dominance [Singh et al.|
2025]. The design is open, but the execution favors those with privileged access - limiting the extent
to which the benchmark truly reflects general model capability.

Takeaway. Chatbot Arena highlights both the promise of public design and the limits of public content.
Its open design (e.g., evaluation pipeline and documentation) set a high bar for trustworthiness and
community participation. However, its openly known aggregation mechanism - Elo scoring - functions
as part of the evaluative content and is thus vulnerable to strategic overfitting. Combined with selective
model disclosure and exposure imbalances, this creates the risk that leaderboard rankings reflect
optimization for Arena dynamics rather than general capability. This case demonstrates that content
privatization must include not only prompts and labels but also aggregation rules and reporting
protocols - any component that shapes how model outputs are turned into performance signals.

4.5 Case Study 4: Stanford’s Holistic Evaluation of Language Models (HELM)

Content Privatization and Contamination Control. HELM was designed with a commitment
to transparency, making almost all components - including prompts, model outputs, and evaluation
results - publicly available. Unlike traditional benchmarks that rely on content secrecy to prevent
overfitting, HELM embraces openness as a way to foster reproducibility and shared understanding.
This choice, however, makes HELM more susceptible to contamination: because test content is
public, models can be fine-tuned or indirectly exposed to evaluation data through pretraining. This
increases the risk that benchmark scores reflect memorization rather than generalization. Nonetheless,
HELM acknowledges situations where content privacy is necessary. For example, in the medical
domain, HELM-Medical withholds certain test items to comply with health data regulations and
protect patient confidentiality. These cases demonstrate that even transparency-first frameworks must
selectively privatize content when ethical or legal obligations demand it - offering a pragmatic balance
within an otherwise public model.

Design Publicity and User Trust. Where HELM excels is in design transparency. The benchmark
defines a broad taxonomy of 42 scenarios and 7 evaluation metrics - including fairness, calibration,
and robustness - designed to capture holistic model behavior across tasks such as summarization, code
generation, and question answering [Liang et al.,[2023]]. Each model is evaluated under controlled
conditions, with standardized prompt formatting and clearly documented adaptation procedures.
This consistency enables meaningful, apples-to-apples comparisons across models - addressing
a longstanding problem in fragmented benchmarking. Crucially, HELM publishes all evaluation
inputs, outputs, scoring scripts, and limitations. This level of openness invites independent auditing,
reproducibility, and community engagement. In contrast to private leaderboards that offer opaque
scores, HELM’s radical transparency cultivates user trust through methodological clarity. Its academic
foundation, open-source infrastructure, and explicit documentation of gaps reinforce its credibility as
a research-driven evaluation platform.

Takeaway. HELM demonstrates what maximal public design can look like in practice, even at the
cost of increased content exposure. While this openness introduces risks of contamination - especially
in the LLM era where models may memorize public benchmarks - it also sets a strong precedent for
transparency, reproducibility, and trust. As such, HELM aligns closely with one half of the North
Star: public design. However, its approach to content reveals a trade-off: in seeking to empower
community insight, it sacrifices long-term protection against memorization. This case highlights the
need for selective content privatization - particularly in sensitive domains - while preserving HELM’s
strengths in open, standardized design.

4.6 Comparison and Lessons: Implementing Public Design and Private Content

The case studies illustrate a range of approaches to benchmark disclosure, but they converge on two
key lessons for building trustworthy and resilient evaluation systems that align with the North Star
model: private content to preserve evaluation integrity and public design to foster trust.

Lesson 1: Private Content Must Be Actively Maintained to Prevent Contamination Simply
hiding benchmark data is not enough - AI models can memorize exposed content through pretraining
or repeated API access. Effective content privatization requires active maintenance: rotating hidden
datasets, dynamically generating new items, or limiting repeated exposure. This approach mirrors



practices in standardized testing (e.g., the SAT) and high-stakes Al evaluations (e.g., Scale SEAL),
where test security is preserved through restricted access, refresh cycles, and distribution control.

Lesson 2: Public Design Is Essential for Credibility and Community Trust Design transparency,
including clearly defined constructs and validation studies, builds legitimacy, even when test content
must remain hidden. Benchmarks like HELM and NIST demonstrate that sharing how and why
evaluation is done enables meaningful scrutiny, reproducibility, and stakeholder engagement. Without
design publicity, closed benchmarks risk being dismissed as unaccountable or biased.

5 Alternative View: The Case for Full Transparency or Full Secrecy

While we argue for a hybrid model - private content with public design - other perspectives favor
more extreme positions along the transparency spectrum. Some advocate for full transparency in
benchmarking, including releasing all evaluation content and scoring procedures. From this perspec-
tive, openness is necessary not just for trust, but for democratizing access, enabling reproducibility,
and supporting broader innovation. Proponents argue that any hidden component risks bias, reduces
community oversight, and favors actors with privileged access to the evaluation process. In this
view, contamination risks should be managed not through secrecy, but through continual benchmark
expansion and adaptation. On the other end of the spectrum, some argue that benchmark secrecy is
the only viable way to preserve signal integrity in the era of foundation models with near-infinite
capacity to memorize data. From this perspective, transparency invites gaming, and reproducibility
is a secondary concern compared to ensuring that evaluations reflect true generalization. This view
aligns with practices in high-stakes testing and industrial Al evaluation, where test items and scoring
rubrics are tightly controlled.

Our hybrid model acknowledges these tensions. We agree that complete transparency can foster
scientific collaboration and that privacy is essential for preventing evaluation leakage. We contend that
these goals are not mutually exclusive: strategic separation - keeping test content private while making
design public - can maintain evaluation fidelity and stakeholder trust. We see this as a pragmatic
middle path that draws strength from both extremes while avoiding their respective pitfalls.

6 Conclusion

The future of Al evaluation requires rethinking the relationship between transparency and integrity.
Public benchmarks, while instrumental in driving early progress, increasingly suffer from contamina-
tion and gaming as models scale and memorization becomes unavoidable. Private benchmarks, in
contrast, protect test integrity but often lack the transparency necessary for scientific scrutiny and
public trust. This paper advances a simple but powerful thesis: Al benchmarks should combine
private content to prevent recall-based contamination with public design to ensure transparency,
accountability, and stakeholder trust. This separation - between what is tested and how and why it is
tested - offers a principled way to reconcile the tensions between secrecy and openness that define
today’s benchmarking landscape.

Our analysis draws on two complementary perspectives. From an incentive-theoretic standpoint,
private content helps preserve the integrity of evaluation by reducing opportunities for gaming. From
a trust and accountability perspective, public design - transparent disclosure of constructs, scoring
methods, and validation procedures - is essential for ensuring that benchmark results are interpretable,
reproducible, and legitimate. While no single benchmark we examined perfectly realizes this ideal,
our case studies - spanning the SAT, NIST FRVT, HELM, and others - illuminate the principles in
practice. Each reveals how different domains approach the balance between content secrecy and
design transparency, offering concrete insights into how future benchmarks might better align with
the private content/public design model. Moving forward, we recommend two core design principles:

 Content should be private, dynamic, and access-controlled, minimizing the risk of contami-
nation through memorization or test leakage.

* Design should be fully public, including published construct rationales and validation studies,
enabling external scrutiny and interpretability.

This public design and private content framework provides a robust foundation for benchmark
development in a rapidly evolving Al landscape. Benchmarks adhering to these principles can



maintain long-term validity, support scientific reproducibility, and foster the multi-stakeholder trust
necessary for responsible deployment. Rather than choosing between public or private, the field
should converge on what to keep hidden, and what must remain visible.
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A The Stakeholders’ Incentives in AI Benchmarking

Benchmarks are not neutral artifacts - they are created, adopted, and interpreted by communities with
diverging goals and values. These divergent stakeholder interests directly shape whether benchmarks
trend toward public or private designs. Some care about transparency, others about competitive
advantage or regulatory compliance. Their incentives often shape what is measured, how success is
defined, and which benchmarks gain traction. In this section, we identify three major stakeholder
groups in the Al benchmarking ecosystem, in line with [Reuel et al.| 2024], each comprising multiple
distinct personas with varied incentives: (1) end-users and deployers, (2) model developers, and (3)
benchmark creators.

End-Users and Deployers End-users and deployers focus on real-world utility, reliability, and
domain-specific performance [Hardy et al.| |2025]], valuing metrics like factuality, latency, and user
satisfaction over leaderboard rankings. They prefer independent evaluations that reflect practical use
cases [Hardy et al.| 2025]], with recent efforts like Scale AI’s SEAL addressing this need.

Academic Researchers Academic researchers continue to be significant contributors to benchmark
creation, especially in the LLM era. They value transparency and reproducibility, with venues like
NeurIPS Datasets and Benchmarks track facilitating academic contributions. Researchers often face
institutional pressure to demonstrate improvements on existing benchmarks rather than questioning
fundamental evaluation paradigms. While industry players increasingly influence benchmark creation
through access to proprietary data and computing, academic-industry collaborations have emerged as
a productive middle ground for developing more comprehensive evaluations [Wang et al., |2024b].

These groups share a demand for transparent, trustworthy benchmarks resistant to gaming.

Model Developers (e.g., OpenAl, Google) often have incentives to achieve state-of-the-art results
on benchmarks [Hardy et al.l 2025]]. High leaderboard rankings are a marketing tool and credibility
signal, attracting customers and investors [Hardy et al., [2025]. Internally, these companies also
use evaluations to guide model development, but there can be tension between thorough, critical
assessment and the rush to publish impressive numbers [Hardy et al.| 2025]]. Model developers value
benchmarks as a competitive battleground, which can lead to rapid progress and potential overfitting
to metrics [[Hsia et al., [2023]].

Benchmark Creators includes academic teams, non-profits, and startups that design and maintain
benchmarks. Their goals range from driving research and spotlighting underserved capabilities
(e.g., GLUE, SuperGLUE, MMLU) to building businesses around evaluation (e.g., Scale AI’s
SEAL) [Biderman et al.| [2024] |AI, 2025]]. While academic efforts focus on setting research targets,
transparency and community relevance [Hardy et al.,|2025]], private providers — both non-profit and
for-profit entities — aim to offer evaluation-as-a-service and promote themselves as neutral referees
[Chiang et al.} 2024} (Chollet et al.,[2024} AL 2025, |Ghosh et al., 2025]]. Their credibility depends on
fairness and the evaluation quality, but they face tensions around transparency, commercialization, and
potential conflicts of interest [Wiggers|, |2025a]]. Ultimately, benchmark creators seek wide adoption
and trust, balancing openness with the need to prevent test gaming [Reuel et al., [ 2024]]. The rise of
dedicated tracks like NeurIPS Datasets and Benchmarks has further incentivized benchmark creation
as a scholarly contribution, helping shape community standards around evaluations.

Differing incentives across stakeholders can collide and manifest in trade-offs in design choices. One
of the most consequential outcomes of these incentive tensions is the privatization of benchmarking
itself. As the field matures and competition intensifies, we have seen at least a partial shift from
traditional public benchmarks toward private or proprietary evaluation frameworks. This move is often
justified by concerns about benchmark contamination and metric gaming [Hardy et al.l 2025, but it
also reflects the strategic interests of key stakeholders, particularly industry actors [Raji et al.| [2022].
In the following section, we examine how this privatization reshapes the benchmarking landscape and
what trade-offs it entails for the broader AI community. Understanding these stakeholder dynamics is
essential for evaluating the trade-offs between public and private benchmarks.

B Incentive-theoretic Advantages of Benchmark Privatization

A known issue with public benchmarks is the gaming and saturation effects that render the benchmarks
useless. Here we formalize the argument for privatizing parts of the benchmarking process through
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referencing existing work in theoretical modeling in economics and mechanism design. Theoretical
modeling in microeconomics and mechanism design has studied the role of randomness and opacity
in evaluation and whether this can curb strategic gaming. Here, we review several such models
of opacity in evaluation, which differ in subtle ways but ultimately share a similar bottom line:
benchmark privatization can have advantages from an incentive-theoretic standpoint.

Analogies and insights from strategic classification A recent literature that has addressed the
interaction between the opacity of a reward mechanism and gaming behavior is strategic classification
[Hardt et al., [2016| Perdomo et al., 2020} Kleinberg and Raghavan, 2020]. While these works are
primarily motivated by strategic interactions between an end-user and a predictive model, there are
analogous insights that extend to Al evaluation. Braverman and Garg|[2020]] allude to the tradeoff
between transparency in machine learning and strategic manipulation by saying, “One way to prevent
such manipulation is by keeping the classification algorithms a secret, but this is not a practical
solution to the problem, as some information is bound to leak over time and the transparency of these
algorithms is a growing social concern.” Below we explore connections between this literature and
our setting of Al evaluation.

In essence, we may think of the “classifier” as the evaluation benchmark or a function f : X — R
that maps an agent’s (or model developer’s) effort z € X to a reward. In a game theoretic sense,
we may think of the interaction in LLM evaluation as a Stackelberg game where the benchmark
creator leads as the principal and the model developer follows as the agent. In strategic classification,
the agent is allowed to change its features = at some cost to try to perform well on the classifier
f. “Changing features” is analogous in our setting to a model developer adapting a model to the
evaluation benchmark, via e.g., post-training, and we can think of  as analogous to an instantiation
of model parameters. The analogous question, then, is whether the evaluation benchmark induces
gaming or improvement behavior on the part of the model developer.

Braverman and Garg|[2020] show that adding randomness to the evaluation function f is a necessary
condition to maximize the efficiency of the classification process (accuracy of the classifier minus the
cost of changing features). The randomness that they consider is thinking of f as a “probabilistic
classifier,” where f(x) is a random variable for a given . In LLM evaluation, this means that a
model developer would get a random score from the benchmark for a given submitted model z. This
would be true of an evaluation benchmark with a dynamic, hidden test set, where submitting the same
model twice might yield different results. The test set being hidden is important, as if it is publicly
known to the model developer, there would no longer be randomness from the perspective of the
model developer.

In addition to randomized classifiers, the strategic classification literature also explores settings
where a fixed classifier is hidden [[Ghalme et al., 2021} [Bechavod et al., 2022]]. Both of these works
indicate that opacity can sometimes have disadvantages. [Bechavod et al.|[2022] quantify disparities
in improvement behavior when multiple agents can band together to infer a private classifier’s
parameters. The analogy to our setting is if there is a private benchmark with a fixed test set, multiple
model developers could band together to try to infer test set characteristics from the outcomes that they
achieve for different submitted models x. Bechavod et al.|[2022] show that different subpopulations
of agents might share different information, and thus have disparate abilities to improve. |(Ghalme et al.
[2021]] quantify a “price of opacity,” and show that opacity can actually backfire and lead to a less
accurate classifier, particularly when the principal developing the classifier does not know the agent’s
estimate for the classifier. This is analogous to the benchmark creator not knowing how the model
developers think their evaluation benchmark behaves, which can come around to hurt the validity of
the evaluation.

Strategic ambiguity and strategic opacity in contract theory. Prior to strategic classification, there
is a long history of contract theory in economics, which studies models where a principal defines
rewards to an agent based on the agent’s performance. In our setting, we think of the principal as an
entity who either is the benchmark creator, or works closely together with the benchmark creator (e.g.
a government organization), to define benchmarks and rewards for the agent based on benchmark
performance. The agent, or model developer, decides how to invest their model building effort and
receives rewards as a function of benchmark performance as defined by the principal. An example
of rewards coming from benchmark performance include the boost in attention and investment that
can come from being at the top of the leaderboard, or a penalty (or lack thereof) for receiving a poor
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grade on a safety benchmark [Ghosh et al.,[2025]]. In contract theory, we review two concepts that are
related to private benchmarks: strategic ambiguity and strategic opacity.

Strategic ambiguity refers to purposely defining an incomplete contract, which is a contract that does
not define the reward for the agent in all states of the world, instead leaving some aspects open for
renegotiation later on. This is often due to some important aspects of the agent’s performance being
unverifiable. For example, the benchmark creator could tell the model developer that they will be
evaluated on some dimensions for safety, but not commit to a threshold to yield a letter grade of A.
Bernheim and Whinston| [1998]] explore the value of strategic ambiguity in contracting, and show
that “once some aspects of performance are unverifiable, it is often optimal to leave other verifiable
aspects of performance unspecified.”

A subtlety here is that unspecified is not necessarily the same as hidden. An aspect of the reward
could be unspecified and not hidden: the benchmark creator could tell the model developer that some
threshold will be used to determine their safety grade, but simply say that this threshold has not been
determined yet. Conversely, an aspect of the reward could be both specified and hidden: the threshold
is specified ahead of time, but not revealed to the model developer. These two settings can lead to
different equilibria and incentives for the model developer. Intuitively, if the model developer knows
that the threshold is specified ahead of time, they can try to guess what that threshold is likely to be.
Bernheim and Whinston|[[1998]] show that sometimes it can be advantageous to purposely leave some
aspects of the reward unspecified.

Considering the hidden (but specified) setting, strategic opacity has also been explored by |[Ederer
et al.|[2018]], who consider a model where “‘opacity’ corresponds to a lack of transparency about the
weights on performance indicators that are used to determine rewards.” In our setting, this would be
analogous to the benchmark creator publishing a leaderboard with weights for individual metrics, but
not revealing to the model developer what those weights are. [Ederer et al.[[2018] focus on an “ex-ante
randomization” mechanism, where the principal tells the agent that they will randomize between two
possible sets of weights. This causes the agent to have to diversify their effort across multiple metrics.
They show that this ex-ante randomization mechanism can dominate the best transparent scheme
when the agent has more information than the principal about their comparative advantages between
metrics and the agent is also risk-averse.

Summary. Many models have explored the consequences of (lack of) transparency in evaluation.
Each model subtly differs in how a “private metric” is defined, and the conclusions can be susceptible
to modeling assumptions such as the game sequence, information asymmetries, and action spaces,
i.e., who knows what and when. Still, across these many different models, a common theme is
that strategic advantages exist to hide parts of the evaluation process. Of course, depending on the
modeling assumptions, there can be advantages to transparency as well, but this depends on whether
one assumes the agents are gaming or “improving” [Bechavod et al.| [ 2022]]. To curb unwanted gaming
behavior from the model developer, most models point to opacity and randomness being a useful tool.

C Supplementary Case Studies: OpenAl Evals

In contrast to private test sets, OpenAl’s Evals project represents a contemporary move toward
open and crowdsourced benchmarking. Launched in 2023 alongside GPT-4, OpenAl Evals is an
open-source framework that invites anyone to create and contribute evaluation tasks. [Wiggers}, 2023

Public vs. Private Benchmarking: OpenAl explicitly chose a public, collaborative approach to
evaluate its models. They open-sourced the entire Evals tool on GitHub, with the stated goal of
allowing “anyone to report shortcomings in [OpenAI’s] models to help guide improvements” [OpenAll
2023|]. Rather than keeping evaluation data secret, OpenAl is banking on the breadth and diversity of
community-contributed tests to cover many failure modes. As OpenAl wrote, “We are hoping Evals
becomes a vehicle to share and crowdsource benchmarks, representing a maximally wide set of failure
modes and difficult tasks.” In practice, this means developers and researchers worldwide can submit
evaluation scripts or datasets — from logic puzzles to factual QA to ethical dilemmas — and these tests
become part of a public registry of benchmarks. It’s a philosophy of transparency and inclusivity,
aligning with open science: the test cases are public, the process is public, and improvements to
the benchmark suite come from the community. However, public benchmarks like OpenAlI Evals
risk becoming optimization targets rather than evaluation tools [Dickson, 2021], leading to models
that perform well on known test cases but fail on novel challenges [Dickson, 2023]]. Additionally,
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community contributions may introduce sampling biases, with certain domains or problem types
receiving disproportionate attention while others remain underrepresented [Koch et al., [2021].

Validation of Test: One challenge of open benchmarking is maintaining quality control and coverage.
OpenAl has addressed this by providing a framework that supports standard metrics and custom
logic [[OpenAll 2025[ and seeding it with examples (e.g., they included a sample “logic puzzles” eval
where GPT-4 fails). They also made Evals compatible with popular benchmarks [Wiggers}, 2023|], so
known high-quality tests (like HumanEval for code, etc.) can be integrated. The crowdsourced tests
are reviewed. OpenAl incentivized high-quality contributions by offering GPT-4 API access to users
who submit good evaluations [Wiggers| |2023]]. This helped bootstrap a wide range of assessments
quickly. While anyone can contribute, the promise of access to the latest model encouraged people to
design rigorous, challenging tests rather than trivial ones. Over time, the idea is that the community
will naturally curate a set of trusted benchmarks (through reuse and discussion on the open-source
repo).

Organizational Trust: OpenAl flips the traditional secrecy model by open-sourcing its evaluations
and inviting the public to identify model weaknesses. Anyone can run or create evals, fostering both
accountability and collaboration. While this openness risks models being trained to the test, OpenAl
counters it with constant updates and a focus on dynamic, adversarial testing - drawing inspiration
from projects like Dynabench [Wiggers, [2023]]. By integrating Evals into their development process
and encouraging community contributions, OpenAl promotes a transparent, participatory approach to
benchmarking.
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